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Amendments to the Claims : 

This listing of claims will replace all prior versions, and listings, of claims in the 
application. 

Listing of Claims: 

1. (Currently Amended) A revocation information transmission method 
used in a system including a plurality of contents tronsm i tting transceiver devices for 
transmitting and receiving contents through a network , and a plurality of contents 
rccG i v i nq reproduction devices for rece i v i ng reproducing the received contents-en-a 
network , the method comprising the steps of: 

executing, mutuo l by the transceiver devices, authentication between the 
p l ural i ty — ef — contents — transm i tt i ng — dev i ces — emd — of the plurality of contents 
rece i ving reproduction devices, respectively, where each of the contents 
transmitt i nq transceiver devices rcad i nq reads authentication information of a 
respective one of the contents roce i v i nq reproduction devices; 

individually uploading , from each of the transceiver devices through the 
network to a revocation integrator device, revocation information i nc l ud i ng key 
i nformat i on of mutual indicating an authentication failure fr om e ach of the c on t e nt s 
transm i tt i ng of a respective one of the individual reproduction devices or each of the 
contents rece i v i ng dev i ces i n cose of mutual authenticat i on fa il ure to a revocation 
i ntegrator that i s separate from the p l ural i ty of contents transm i tt i ng devices and the 
p l ural i ty of contents rece i v i ng dev i ces ; 

integrating, bywith the revocation integrator device , the revocation information 
uploaded from each of the contents transm i tt i nq transceiver devices w i th the 
revocat i on — i nformat i on from each of the contents transmitt i ng dev i ces, as an 
integrated revocation list representing a common list of revocation information for 
each o f revocat i ons for the contents rece i ving dev i ces and the contents transm i tt i ng 
the reproduction devices on the network ; 

packetizing the integrated revocation list and multiplexing the packetized 
revocation list into a stream; and 
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transmitting the stream to the contents transm i tt i ng transceiver devices on the 
network; 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device to: 

a^ deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list, and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list thc stream i s an 
MP E G transport stream, and the i ntegrated revocat i on li st i s transm i tted by using a 
data structure of a section of the MP E G transport stream . 

2.-3. (Cancelled). 

4. (Previously Presented) The revocation information transmission method 
of claim 1, wherein the stream is an MPEG transport stream, and the integrated 
revocation list is transmitted by using a data structure of a PES packet of the MPEG 
transport stream. 

5. (Previously Presented) The revocation information transmission method 
of claim 1, wherein the stream is an MPEG transport stream, and the integrated 
revocation list is transmitted by using a payload of a transport packet of the MPEG 
transport stream. 

6. (Previously Presented) The revocation information transmission method 
of claim 1, wherein the integrated revocation list is transmitted by using an IP packet. 

7. -8. (Cancelled). 

9. (Currently Amended) A revocation information transmitting system 
comprising: 

a plurality of contents transm i tting transceiver devices for transmitting and 
receiving contents through a network : 
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a plurality of contents rece i v i ng reproduction devices for rece i v i ng reproducing 
the received co n te n ts , wh i ch arc respect i ve l y connected to the p l ural i ty of contents 
transm i tt i ng dev i ces ; 

wherein the transceiver devices include: 

a first digital interface for outputting a compressed/expanded digital 
signal from — the contents — transm i tt i ng — device — to the contents 
rece i v i ng reproduction devicc devices ; 

a second digital interface for transm i tt i ng and receiving authentication 
information from the reproduction devices of the contents rece i v i ng 
dev i ce between the contents transm i tt i ng dev i ce and the contents 
rece i ving device ; 

a revocation integrator device on the network for receiving revocation 
information uploaded from the plurality of contents transm i tt i ng transceiver devices of 
the — plura l ity — of contents — rece i v i ng — devices — m — ease — of mutuo l — indicating an 
authentication failure between the contents transm i tting — dev i ces and contents 
r e ce i v i ng of a respective one of the reproduction devices; 

an i ntegrator that i s separate from the p l ura li ty of contents transm i tt i ng 
devtees nnd thn p l ura li ty of content s receiving devices that i ntcoratcs the revocation 
integrator device integrating the revocation information received from the 
levices , as an integrated revocation list from the contents transm i tting 
■ the contents rece i v i ng dev i ces, wh i ch i s connected to the network, the 
-representing a common list of revocat i ons revocation 
information for the contents rece i v i ng devices and the contents transm i tt i ng each_of 
the reproduction devices on the network ; 

a multiplexer that multiplexes the integrated revocation list integrated by the 
integrator and multiplexes it into a stream; and 

a transmitter that transmits the stream, 
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wherein the stream is an MPEG transport stream, and the integrated revocation 
list is transmitted by using a data structure of a section of the MPEG transport stream^ 
and 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device to: 

aT deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list, and 

b^ allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list . 

10. -11. (Cancelled). 

12. (Previously Presented) The revocation information transmitting 
apparatus of claim 9, wherein the stream is an MPEG transport stream, and the 
integrated revocation list is transmitted by using a data structure of a PES packet of 
the MPEG transport stream. 

13. (Previously Presented) The revocation information transmitting 
apparatus of claim 9, wherein the stream is an MPEG transport stream, and the 
integrated revocation list is transmitted by using a payload of a transport packet of the 
MPEG transport stream. 

14. (Previously Presented) The revocation information transmitting 
apparatus of claim 9, wherein the integrated revocation list is transmitted by using an 
IP packet. 

15. -16. (Cancelled). 

17. (Currently Amended) A revocation information transmission method 
including a plurality of transceiver devices for transmitting and receiving contents 
through a network, and a plurality of reproduction devices for reproducing the received 
contents, the method comprising the steps of: 



Page 5 of 14 



Application No.: 10/549,423 
Amendment Dated: January 13, 2011 

Reply to Office Action of: October 22, 2010 



MAT-8749US 



executing , by the transceiver devices, mutua l authentication between contents 
rrnnsm i rting equipment and contents receiving equ i pment of the reproduction devices , 

executed — by — the — contents — transm i tt i ng — equ i pment — wh i ch by — reads reading 

authentication information of the mnrentr, rece i v i ng equipment reproduction devices 
through a first digital interface; and 

outputtino uploadinq, by the transceiver devices, to a revocation integrator 
device, revocation information i nclud i ng key i nformat i on of mutua lan authentication 
failure from the contents transm i tt i ng equipment or the contents receiv i ng equ i pment 
in case of mutua l authent i cat i on fa i lurc r of the reproduction devices: and 

integrating, by the revocation integrator device, the revocation information 
uploaded from each of the transceiver devices as an integrated revocation list 
representing a common list of revocation information for each of the reproduction 
devices, 

where i n the revocat i on i nformat i on transm i ssion method i s used in a system 

compr i sing contents transmitt i ng equ i pment for transm i tting contents, contents 
rece i ving equipment for rece i v i ng contents, a second d i gita l i nterface for outputt i ng 
compressed/expanded dig i ta l s i gna l from the contents transm i tt i ng equipment to the 
contents receiv i ng equipment, the f i rst d i gita l i nterface connect i ng means for 
transm i tt i ng and rece i v i ng data between and connect i ng the contents transm i tt i ng 
equ i pment to the contents rece i v i ng equipment, and a revocat i on i ntegrator that i s 
separate from the contents transmitt i ng equ i pment and the contents receiving 
equ i pment i ntegrating the revocat i on i nformat i on, as an i ntegrated revocat i on li st from 
the contents transm i tt i ng dev i ces or the contents rece i ving dev i ces, wh i ch i s 
connected to the network, the i ntegrated revocat i on li st represent i ng a common li st of 
revocat i ons for the contents receiv i ng dev i ces and the contents transm i tt i ng dev i ces 
on the network, 

wherein the integrated revocation list is transmitted from the revocation 
integrator to the contents tronsm i tt i ng transceiver devices using a data structure of a 
section of an MPEG transport stream,. 
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wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device to: 

a) deny unauthorized reproduction devices from reproducing the content when 
the unautho rized devices are included in the common list, and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list. 

18. (Currently Amended) A revocation information managing apparatus 
compr i s i ng for use with a plurality of transceiver devices, connected to a network for 
transmitting and receiving contents between a plurality of reproduction devices for 
reproducing the received contents, the managing apparatus including : 

o p l ura li ty of contents transm i tt i ng equ i pments, connected to a network, for 

transm i tting contents; 

a p l ura li ty of contents rece i v i ng equipments, connected to a network, for 
rece i v i ng contents, wh i ch arc respect i ve l y connected to the plura li ty of contents 
transmitt i ng — cquipmcnts; a first digital interface for outputt i ng — outputtinq a 

compressed/expanded digital signal from the contents transm i tting 

cqu i pmcnt transceiver devices to the contents — rccc i v i ng reproduction devices 

a second digital interface for transm i tt i ng and receiving authentication 
information of the contents rece i v i ng apparatus between the contents transm i tt i ng 
equ i pment and the contents rece i v i ng cqu i pment from the reproduction devices ; 

an output for outputting — uploading, to a revocation integrator device, 
revocation information i nclud i ng key i nformat i on of mutua l of an authentication failure 
from the contents transm i tt i ng equ i pment or the contents receiv i ng equ i pment i n cas e 
of fa i lure in a mutua l authenticat i on between the contents transm i tt i ng equipment and 
the contents rece i v i ng cqu i pmcnt of the reproduction devices ; and 
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a receiver for receiving an integrated revocation list from a from the revocation 
integrator deyjce that is separate from the plural i ty of contents transmitt i ng equ i pment 
and the plura li ty of contents receiv i ng equipment , the integrated revocation list 
representing a common list of revocations for the contents rece i v i ng equipment and 

the reproduction devices . 



wherein the integrated revocation list is transmitted from the revocation 
integrator device to the receiv i ng mcans transceiver devices using a data structure of a 
section of an MPEG transport stream , and 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device to: 

a) deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are includ ed in the common list, and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list . 

19. (Currently Amended) The revocation information transmission method 
of claim 1, wherein: 

one of the contents transmittinq transceiver devices, as a first contents 
transm i tt i ng transceiver device includes a first digital interface for outputting a 
compressed/expanded digital signal to a respective one of the contents rece i v i ng 
deviee reproduction devices , as a first contents rece i v i ng reproduction device and a 
second digital interface for executing the mutual authentication between the first 
contents transm i tt i ng transceiver device and the first 
device, the method further comprising: 

receiving the stream by the first € 

selectively outputting, via the first digital interface of the first contents 
transceiver device, the compressed/expanded digital signal to the first 
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contents rece i v i ng reproduction device responsive to the integrated revocation list 
received in the stream. 

20. (Currently Amended) A revocation information transmission method 
used in a system including a plurality of contents transm i tt i ng transceiver devices for 
transmitting and receiving contents, and a plurality of cont e nts rece i ving reproduction 
devices for rece i v i ng reproducing the received contents on a network , the method 
comprising the steps of: 

executing^ mttfaa lby the transceiver devices, authentication between the 

contents — rece i v i ng dev i ces , respectively, where each of the contents 

transmitting transceiver devices reading — reads authentication information of a 
respective one of the contents rece i v i ng reproduction devices; 

individually uploading , from each of the transceiver devices through the 
network to a revocation integrator device, revocation information i nc l uding key 
i nformat i on of mutu al indicating an authentication failure of a respective one of the 
reproduction devices from each of the contents transm i tt i ng devices or each of the 
contents rece i v i ng de v ic e s i n cose of m u tu al auth e nt i c a t i on fa il ure to a revocat i on 
integrator that i s separate from the p l urality of contents transm i tt i ng dev i ces and the 
p l ura li ty of contents rece i v i ng dev i ces ; 

integrating, with — by the revocation integrator device , the revocation 
information from each of the contents transm i tt i ng transceiver devices w i th the 
revocation — informat i on — from — eac h — of the contents transm i tt i ng — dev i ces, as an 
integrated revocation list representing a common list of revocation information for 
each of the reproduction devices revocat i ons for the contents rece i v i ng dev i ces and the 
contents transm i tt i ng dev i ces on the network ; 

packetizing the integrated revocation list and multiplexing the packetized 
revocation list into a stream; and 

transmitting the stream to the contents transm i tt i ng transceiver devices on the 
network, 
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wherein the stream is an MPEG transport stream, and the integrated revocation 

list is 

1) transmitted by using a data structure of a section of the MPEG transport 
stream, 

2) transmitted by using a payload of transport packet of the MPEG transport 
stream, and 

3) transmitted by using an IP packe t, and 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device to: 

a) deny unauthorized repro duction devices from reproducing the content when 
the unauthorized devices are included in the common list, and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not include d in the common list . 
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